Boston College Policy

ACCEPTING PAYMENT CARDS FOR CONDUCTING
UNIVERSITY BUSINESS:

PURPOSE OF POLICY:

The purpose of this policy is to establish procedures for accepting payment cards at Boston
College that will minimize risk and provide the greatest value, security, and service to each
university unit within the rules, regulations and guidelines established by the Payment Card
Industry (PCI).

WHO IS AFFECTED BY THIS POLICY:

All university units that are involved in the acceptance of payment cards on behalf of Boston
College are affected by this policy. This includes employees, contractors, consultants, temporary
employees and other workers in the university units. This policy also applies to external
applications linked to a Boston College website which accept payment cards and external
vendors who collect, process, or store payment card data on behalf of Boston College.

WHO SHOULD READ THIS POLICY:

Any university unit that conducts business on behalf of Boston College through payment card
transactions and any university unit responsible for developing and/or maintaining the
infrastructure surrounding accepting payment cards (i.e. website, software programs, etc...)

CONTACTS:

Cash Services 617-552-0789
Information Technology Services 617-552-6060
Procurement Services 617-552-4561
Controller’s Office 617-552-3361
Internal Audit 617-552-8689

WEBSITE LOCATION OF POLICY:

http://www.bc.edu/offices/controller/
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DEFINITIONS:

Boston College Policy: Accepting Payment Cards for Conducting University Business

These definitions apply to these terms as they are used in the following policy:

Cardholder:

Cardholder Data:

Cash Services:

CASHNet:

Chargeback:

Payment Cards:

Payment Card Industry:

Point-of-sale Terminal:

Nelnet:

Customer to whom a card is issued or individual authorized to use
the card.

Any personally identifiable data associated with the cardholder.
This could be an account number, expiration date, Card Validation
Code CVC 2 (MasterCard), Card Verification Value CVV?2
(VISA), or Card Identification Number — CID (American Express).

Office within the Controller’s Office that reviews all third party
service providers and coordinates the policies, practices, and
procedures for accepting payment cards at Boston College.

Software application used by Boston College for recording
transactions related to cash, checks, or payment cards.

Commerce Center: providing secure, system-wide campus
commerce solutions allowing departments to accept and authorize
and deposit payment cards and checks using their PC.

CASHNet eMarket: includes Storefront, Checkout, and
Transaction Gateway solutions that can be used independently or
together, allowing various campus-wide departments to accept and
authorize payments. Types of payments are determined by the
individual department and can include alumni donations, theater
tickets, apparel, or event and conference registration fees. At
checkout, the user will click "pay here" and the transaction will be
transmitted to the payment card processor.

The deduction of a disputed sale previously credited to a university
unit’s account when the unit fails to prove that the customer
authorized the payment card transaction.

Payment cards or debit cards issued by a financial institution.

Payment Card Industry (PCI) is a council formed by the payment
card industry (VISA, MasterCard, Discover and American Express
to establish Data Security Standards (DSS) for the industry.
https://www.pcisecuritystandards.org/

A point-of-sale (POS) terminal is an electronic terminal and printer
(connected to a phone line) where the university unit swipes a
payment card to obtain authorization for the transaction. A receipt
is printed which the customer signs.

Ecommerce application that accepts and processes payment cards.
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University Unit: A department, service center, student organization, or other
university entity that accepts payment cards to conduct business.
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OVERVIEW OF POLICY:

Payment cards may be accepted by university units for university approved initiatives or
programs including the sale of goods or services, donation of gifts, and registration for events.
Cash Services may immediately remove any university unit’s ability to accept payment cards if
that unit’s actions violate any part of this Policy or puts Boston College at risk. Please contact
Cash Services if you have any questions regarding permitted transaction types.

Acceptable Payment Cards:

Boston College currently accepts VISA, MasterCard, Diners Club, and American Express cards.
Boston College has negotiated contracts for processing payment card transactions. Individual
university units must not attempt to negotiate individual contracts with these or other payment
card companies or processors.

Prohibited Payment Card Activities:
Boston College prohibits certain payment card activities that include, but are not limited to:

= accepting payment cards for tuition and fees unless special approval is granted by the
Student Services

= accepting payment cards for cash advances
= discounting a good or service based on the method of payment
= using a paper imprinting system unless special approval is granted by Cash Services.

= utilizing peer to peer payment solutions (i.e. Venmo, PayPal, GoFundMe) to collect
payments for University events

= employing third party hardware solutions (i.e. Square, Stripe) to process mobile credit
card transactions

Payment Card Fees:

Each payment card transaction will have an associated fee charged by the payment card
company. At the end of each monthly billing cycle, payment card fees will be allocated to the
PeopleSoft general ledger account identified by the university unit.

Refunds:

When a good or service is purchased using a payment card, and a refund is necessary, the refund
must be credited back to the account that was originally charged. Boston College prohibits
refunds in excess of the original sale amount and cash refunds.

5 04/12/2018



Boston College Policy: Accepting Payment Cards for Conducting University Business

Chargebacks:

Occasionally a customer will dispute a payment card transaction, ultimately leading to a
chargeback. In the case of a chargeback, the university unit initiating the transaction is
responsible for providing additional information to the Cash Services Office at Boston College.
If not resolved, the transaction will be charged back against the university unit’s PeopleSoft
general ledger account.

Maintaining Security:

= Every university unit accepting payment cards on behalf of Boston College is subject to the
Payment Card Industry Data Security Standards (PCI DSS).
https://www.pcisecuritystandards.org/

= Boston College prohibits payment card data transmission via end user technologies (for
example, fax, e-mail, instant messaging, chat, unsealed envelopes through campus mail, or
wireless networks), as these are not secure.

= Boston College requires that all external service providers be PCI compliant.

= Hand held credit card devices are Point-to-Point Encryption (P2Pe) enabled.

= Access to cardholder data is restricted to those with a business “need to know.”

= Each person with access to cardholder data electronically has a unique password.

= For electronic media, cardholder data should not be stored in its entirety on servers, local
hard drives, or external (removable) media including floppy discs, CDs, and thumb drives
(also called flash drives) unless in full compliance with PCI.

= Boston College uses Identity Finder as a tool to aid in the process of identifying and
protecting confidential data on faculty and staff computers. 1D Finder scans computers for
credit card numbers and social security numbers. This type of information is called
Personally Identifiable Information (PI1). University Data Security Officers coordinate with
employees to securely delete or protect any PII identified by this application.

= For paper media (e.g. paper receipts, forms, and faxes), cardholder data should not be stored,
unless approved for appropriate business purposes and access is limited to individuals with a
business need to know. Cardholder data should be “blacked” out on paper media, and
disposed of properly (e.g. secured University approved destruction bin or cross shredded)
when no longer needed for business purposes.

= Boston College has a relationship with a third party secure document destruction firm which
provides secure locked bins for cross-cutting of sensitive documents.

= For disposal of University hardware utilized for processing payments, contact ITS Security
team for secure disposal.
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PROCEDURES:

Obtaining Approval to Process Payment Cards:
1 University unit completes the Payment Card Processing Request & Agreement Form.

2 Cash Services works with the university unit to determine whether an existing
approved system (e.g. CASHNet, Nelnet) will meet their requirements and conducts a

discovery meeting.

3 The university unit administrator executes the Terminal Hardware Agreement, if
required.

Methods of Processing Payment Card Transactions:

= In-person, phone, or mail: Using CASHNet Commerce Center to process
transactions, cardholder information is entered by department staff.

= Secure website: The university unit works with Cash Services and ITS (Information
Technology Services) to use the university units’ existing website to establish links to
the secure API (Application Protocol Interface) for payment. In this instance
CASHNet eMarket or Nelnet will be used to process transactions.

Exception Reporting Process:

= If unsecured credit card data is sent, the receiving area would contact the person who
sent the information and explain only the last 4 digits of the credit card should be
sent. The individual would be requested to dispose of the information either by
deleting all copies of the electronic data or for paper data by placing in a secured
University approved destruction bin or cross shedding. The individual’s manager and
Data Security Officer (DSO) would also be notified.
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RESPONSIBILITIES:

University Units need to ensure that:
= Only authorized personnel have access to payment card applications and data.

= Payment card account numbers are properly secured and safeguarded (see
“Maintaining Security” section above).

= PeopleSoft accounts are properly reconciled to detailed support and any discrepancies
are brought to the attention of Cash Services immediately. To maintain proper
segregation of duties and minimize the risk of fraud the individual reconciling the
PeopleSoft Account is not the same individual that initiates, authorizes and processes
the transactions.

= Cash Services is notified immediately of any changes in a unit’s card processing
environment; including using the account for a new purpose, adding a new card
acceptance technology or adding or customizing a payment application.

= Access to payment applications is restricted to appropriate individuals as outlined in
the Boston College Payment Card Processing Request & Agreement Form and all
paperwork must have proper approvals.

= Department completes application forms:

o For payment card processing: Payment Card Processing Request and
Agreement Form

o For new applications: Pre Selection Questionnaire

= Cash Services is notified if the university unit contemplates entering into an
agreement with any external application or vendor that collects payment card data
from the unit’s customers.

Cash Services needs to:

= Provide training to ensure that university unit staff is trained in accepting and
processing payment cards in compliance with the Boston College Policy: Accepting
Payment Cards for Conducting University Business and PCI standards.

= Work with university unit(s) to create and test payment card accounts before
implementation.

= Work with external vendors and coordinate the policies, practices, and procedures for
accepting payment cards at Boston College.

= Liaison between FMS/Information Technology Services and the university unit in the
initial implementation phase.

= Creation of new merchant accounts if applicable.
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Information Technology Services:

= |In conjunction with the university unit’s data security officer, identify compliant
application software or service providers with the required functionality to meet
university business needs.

= In conjunction with the university unit’s data security officer, complete the PCI Self
Assessment yearly and coordinate with external scan vendor(s) quarterly to ensure
PCI compliance.

= Ensure that all router, switches, wireless access points, and firewall configurations are
properly secured.

Procurement Services:

= Reviews of contracts with external vendors to ensure that language exists to protect
the University.

= Ensure that the Privacy and Security Addendum is signed by all external vendors that
store, transmit, or use private data.

= |s authorized to communicate with external vendors to process payment card
transactions.

Internal Audit:

= Annual validation that university units are complying with the Payment Card Industry
(PCI) Data Security Standards (DSS).

= For new software implementations, the Pre-Selection Questionnaire must be
completed and approved by the appropriate department managers and forwarded to
Internal Audit for review. If payment card processing is involved in the application,
the Payment Card Processing Request and Agreement Form must be completed and
forwards to Cash services

= In the course of internal audits,

o Identify unapproved payment applications and external vendors that
collect payment card data on behalf of the university unit’s customers and
notify Cash Services.

0 Review university unit procedures to ensure adherence to the Boston
College Policy: Accepting Payment Cards for Conducting University
Business.
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