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CHAPTER ONE: 

THE COMMUNICATIONS DECENCY ACT 

 

“C’mon. Give us the juice”—these were the instructions listed at the top of one of 

2008’s most controversial websites, JuicyCampus.com.  Created in August 2007 by Duke 

University graduate Matt Ivestor, the website encouraged students from over 500 college 

campuses to gossip, rant, and out each other’s most personal secrets.1  Juicy Campus 

allowed anyone with a computer to find out which sorority at the University of Florida 

ranked in the lowest tier or whether or not Ryan Murphy from Princeton liked guys or 

girls or both.  It all seemed like harmless and maybe even insignificant banter when it 

was given a casual glance, but both the media and students from all over the nation spoke 

out passionately in favor of the website’s demise.  All of this attention, however, left 

some confused as to why such a fuss was necessary and others wondered who could 

actually care about the Internet ramblings of college students. 

 Well, for one, students in Ryan Murphy’s situation cared, and some employers 

took a look at the site’s content, as well.  More and more students found that damaging 

and false information was being posted on the website for their classmates to view and 

discuss in detail.   Even worse, most people who visited the Juicy Campus website were 

encouraged by the site owner’s promise that “Posts are totally, 100% anonymous” and 

                                                
1 Juicy Campus, “About Us,” http://juicycampus.com/posts/about-us (accessed January 

23, 2009). 
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would remain so unless proper court documents were provided.2  Obtaining these legal 

documents is usually easier said than done and certainly does not come cheap.  In order 

to prove that defamation has occurred, those filing a suit must prove that the message in 

question (1) can be perceived as harmful or insulting; (2) has been heard, read or viewed 

by a third party; (3) clearly identifies the person being defamed; and (4) demonstrates 

actual malice or negligence depending on the individuals status as a public or private 

figure.3  Students pursuing such legal action against their defamers run into a brick wall 

when the statement in question turns out to be an opinion rather than something that 

seems like an author is trying to pass off as factual (because everyone’s entitled to an 

opinion).  If Ryan Murphy was a star athlete or the president of his university’s student 

government, he also might run into some trouble if the court concluded he is a public 

figure on his campus, requiring him to prove that the message was posted with actual 

malice rather than simple negligence.   

Regardless of these defamation law principles, however, one thing is absolutely 

certain—Ryan Murphy can not sue Juicy Campus (or any website like it) for damages.  

Due to Section 230 of the Communications Decency Act (CDA), Matt Ivestor and his 

Juicy Campus team are immune from any kind of liability related to the postings on their 

website, and also have no obligation to remove those postings if a person should 

complain to their site.  What started out as provision which would protect traditional 

                                                
2 Juicy Campus, “Privacy & Tracking Policy,” http://juicycampus.com/posts/privacy-

policy (accessed January 23, 2009). 

3 Thomas L. Tedford and Dale A. Herbeck, Freedom of Speech in the United States, 5th 

ed. (State College, Pa: Strata, 2005), 82-83. 
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Internet service providers (ISPs) like America Online and CompuServe has been 

interpreted by federal courts to include Internet content providers (ICPs) ranging from 

retailers such as Amazon.com to online dating websites such as Matchmaker.com.  Since 

an individual or company has never been successful in proving any ISP or ICP liable for 

disseminating third-party defamatory statements, it is likely that these new types of 

websites which Juicy Campus represents, probably best labeled as Internet content 

facilitators (ICFs), will also be granted the same kind of unwavering protection.  Many 

have criticized Section 230 with hopes that it would be amended or thrown out since its 

inception, and these ICFs have only assured them that this is the best solution to the 

problems these sites present.  Others, including Matt Ivestor, claim that the promotion of 

free expression on the Internet is far more important than addressing the grievances of a 

few individuals, and visitors to these types of sites should simply exercise responsibility 

when choosing their words and remain responsible when those words turn foul.    

On February 5, 2009, the Juicy Campus website shut down due to lack of 

revenue, yet this does not mean that the online defamation issue has also been put to rest.  

As of March 2009, visiting JuicyCampus.com automatically redirects a visitor to 

CollegeACB.com (“College Anonymous Confession Board”), a website which provides 

the same services and functions for the college and university online community that 

Juicy Campus pioneered.4  Likewise, while Juicy Campus garnered most of the attention 

and negative press, it was only one in a long series of similar websites which provide 

                                                
4 Carrie Thornton, “New Gossip Web Sites Follow in Wake of JuicyCampus.com,” The 

Daily Toreador, March 6, 2009. 
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forums for individuals to “anonymously” comment on their peers.5  If your neighbor is an 

insufferable human being, RottenNeighbor.com may just be the right outlet for you to 

vent your frustrations.  Finding out your boyfriend cheated on you multiple times may 

not be as painful an experience when you can run to DontDateHimGirl.com and instruct 

all of its viewers to never give him the time of day.  Other sites tackle teachers 

(RateMyTeachers.com), professors (RateMyProfessors.com), roommates 

(Roommates.com), and law school students (AutoAdmit.com) all to the same humiliating 

and vicious degree.  So while Juicy Campus was not the first, its notoriety shined a 

spotlight on a new wave of websites which allow and facilitate this type of free flowing 

anonymous speech.  Although many continue to fly under the radar which mainly 

focused on Juicy Campus and its affect on college students, all of these websites have 

contributed to their own respective controversies and dilemmas for their users and the 

people they choose to talk about.   

Since it is so difficult for defamed parties to deal with these users directly, some 

individuals have attempted to sue the website itself in hopes that information posted 

about them can be removed and they can be properly compensated for invasions of their 

private life and the damage done to their respective reputations.  Defamation victims have 

                                                
5 See Jessica Bennett, “What You Don’t Know Can Hurt You,” Newsweek, December 17, 

2007, Periscope; Marc Fisher, “Dorm Gossip Turns Slimy on the Internet,” The 

Washington Post, March 2, 2008, Section C; Neil Johnson, “Sour Juice,” The Heights, 

Independent Student Newspaper of Boston College, April 4, 2008, Features; Heather 

Robinson, “On JuicyCampus, Anonymous Posts Pick Yale Apart,” Yale Daily News, 

February 11, 2008.   
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suggested that, since these websites thrive and essentially encourage this type of 

behavior, they should bear some responsibility for the defamatory content.  As mentioned 

previously, however, Section 230 has made suing such websites virtually impossible.  

Since they are merely distributors of information which others create, these websites are 

immune from liability and have no responsibility to screen or remove the offending 

message without a court order instructing them to do so.6 

 Due to the difficulties that defamed parties obviously encounter when they 

attempt to have content removed or recover damages, Section 230 has been widely 

criticized, and several solutions have been proposed which would make its language 

more clear and provide affected parties with better avenues to address their grievances.  

While a clear understanding of the history of Section 230, related cases, and its critics is 

valuable, a completely new approach may be required when dealing with these new 

Internet content facilitators.  The remaining pages of this chapter introduce the origins of 

Section 230—how and why it was created and the individual cases that directly impacted 

this body of law in its early stages.  Having laid a foundation, the chapter continues to 

review some of the most famous cases related to the often anonymous posting of illegal 

materials on the Internet.  As the case history is dissected, it will become increasingly 

apparent that the courts have interpreted Section 230 to grant immunity to companies or 

websites which provide service, service and content, facilitate content, or even fall 

outside the realm of defamation altogether.   

 

                                                
6 Juicy Campus, “Privacy & Tracking Policy,” 

http://www.juicycampus.com/posts/privacy-policy (accessed January 23, 2009).  
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Section 230 of the CDA 

 

A Prelude to Section 230 

 

 Back in the 1980s when the Internet was first starting to find its way into the 

market, CompuServe, was the first online service provider to really get a hold of this 

commercial industry.  If an individual subscribed to their services, which at the time 

could cost almost thirty dollars an hour, they were promised access to news, weather, 

encyclopedias, and thousands of other information sources.  There were also about 150 

special interest forums that CompuServe provided access to, which allowed users to 

communicate with each other in real time.  One of these was a journalism forum which 

featured a publication known as “Rumorville.”  “Rumorville” was created by Don 

Fitzpatrick Associates and offered to CompuServe subscribers.  At the same time, 

“Skuttlebut,” a competitor created by Robert Blanchard and Cubby, Inc., began reporting 

similar gossip and news to its readers.  In April 1990, the writers of “Rumorville” alerted 

their readers that the information provided by “Skuttlebut” had mostly been originally 

published in “Rumorville,” and the “Skuttlebut” team was acquiring this information 

“through some back door.”  This edition of “Rumorville” also personally attacked 

Blanchard and alleged that he had been “bounced” from his previous job and was 

obviously attempting to run “a new start-up scam.”  After reading these claims which 

they knew to be false, Cubby and Blanchard sued CompuServe for defamation.7   

                                                
7 Summary derived from Cubby v. CompuServe, 776 F. Supp. 135 (S.D. N.Y. 1991). 
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 CompuServe, believing that there was “no genuine issue as to any material fact 

and that [they were] entitled to a judgment as a matter of law,” moved for summary 

judgment.8  Their motion was based on the fact that they considered themselves to be 

distributors of the information on “Rumorville” and not publishers of its content.  This 

would prove to be a crucial distinction.  On one hand, distributors (such as a book store 

like Barnes and Noble) have no prior knowledge, content control, or editorial control 

over the messages, products, or forms of expression which they sell or offer as services.  

The thought is that since distributors have so much content that they handle (Barnes and 

Noble has thousands of titles, DVDs, CDs, and other products), it is not feasible for them 

to monitor all of it and screen for defamatory content.  A publisher (like Random House), 

on the other hand, deals with a much more limited set of information which they can 

plausibly screen before it reaches the masses.  Their business model relies on having 

employees or staff members who review the information beforehand and edit its content 

as necessary.  For these reasons, an individual could reasonably sue a publisher for 

defamation.   

District Judge Peter Leisure of the Southern District of New York now had an 

important decision to make.  CompuServe argued that it was merely a distributor of the 

information found in “Rumorville” and as such had no prior knowledge as to the 

defamatory statements being made in its contents.  Cubby countered that CompuServe 

was actually a publisher of these defamatory statements, a publisher which had complete 

control and knowledge regarding the information available on its network and therefore 

                                                
8 776 F. Supp. 135, 138 (S.D. N.Y. 1991). 
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should be “[held] to a higher standard of liability.”9  Given that legally, publishers could 

be held responsible for defamation and distributors could not (due to the belief that 

publishers could reasonably have prior knowledge, exert content and editorial control, 

and screen their products and distributors could not), it is fair to conclude that the case 

rested on this very issue.   

In the end, Judge Leisure decided that CompuServe was a distributor and could 

not be held liable for the defamatory content posted on “Rummorville.”  “New York 

courts,” he explained, “have long held that vendors and distributors of defamatory 

publications are not liable if they neither know nor have reason to know of the 

defamation.”10  CompuServe, he concluded, did not have any prior knowledge of the 

postings on “Rumorville,” and Judge Leisure felt that expecting distributors to keep a 

vigilant eye on all such content would be an unreasonable burden.  Likening CompuServe 

to a book distributor, he wrote, “Every bookseller would be placed under an obligation to 

make himself aware of the contents of every book in his shop.  It would be altogether 

unreasonable…and the bookseller’s burden would become the public’s burden.”11  This 

marked the first time that the issue of liability on the Internet was formally and explicitly 

discussed in a legal setting.   

A few years later, Prodigy emerged as a “family oriented” computer network with 

a few million registered users.  Prodigy routinely screened for “objectionable” material 

and maintained a set of guidelines for its users who wished to post content.  One of 

                                                
9 776 F. Supp. 135, 138 (S.D. N.Y. 1991). 

10 776 F. Supp. 135, 138 (S.D. N.Y. 1991). 

11 776 F. Supp. 135, 139-140 (S.D. N.Y. 1991). 
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Prodigy’s message boards, “Money Talk,” was extremely popular, and it contained the 

most widely read information and opinions regarding stocks, investments, company 

practices, and other financial and business related topics in the nation.  Like all of 

Prodigy’s message boards, “Money Talk” had users who served as discussion leaders and 

had been contracted by Prodigy to contribute their own content and monitor usage of the 

boards.   

 Founded by Jordan Belfort and Danny Porush, Stratton Oakmont was a “pump 

and dump” brokerage house built on Long Island in the state of New York in the 1990s.  

When “Money Talk” users began to discuss Stratton Oakmont’s practices regarding the 

public offering of stock of Solomon Page, Ltd, the results were less than complimentary.  

Several posts alleged that Stratton Oakmont had engaged in criminal and fraudulent acts 

while advising their clients in regards to this particular stock.  More specifically, the 

“Money Talk” community had members who felt that Danny Porush, the President of 

Stratton Oakmont at the time, was bound to be charged for criminal activity and that the 

entire firm was full of brokers who had been indoctrinated into a cult atmosphere that 

required them to illegally lie and trick their clients in order to remain employed.  Unlike 

the “Rumorville” publication, all of these posts qualified as truly anonymous speech.  

When Stratton Oakmont learned that such claims were being made on such a well known 

online source, Stratton Oakmont sued Prodigy for defamation.  Using the Cubby decision 

as the basis of their claim, Prodigy similarly moved for summary judgment.12   

                                                
12 Summary derived from Stratton Oakmont v. Prodigy, 23 Media L. Rep. 1794 (N.Y.S. 

1995).  
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 This time, however, New York State Judge Stuart Ain denied the computer 

network’s motion on the grounds that it did not function the way CompuServe did.  

Prodigy made it clear that they claimed editorial control over the content of messages 

posted on their boards.  Judge Ain believed this likened Prodigy to a newspaper and 

quoted Prodigy’s Director of Market Programs and Communications’ own words from an 

article he had written which stated:  

 We make no apology for pursuing a value system that reflects the culture of 

millions of American families we aspire to serve.  Certainly no responsible 

newspaper does less when it carries the type of advertising it published, the letters 

it prints, the degree of nudity and unsupported gossip its editors tolerate.13 

Additionally, Prodigy regulated their content.  They had a set of “content guidelines” for 

users which dictated what kind of information was acceptable for publication over their 

network.  They used a software screening program which checked every post for 

offensive language prior to it being published and flagged posts with content they had 

outlined as objectionable.  Prodigy also hired board leaders who facilitated and watched 

the activity on the boards, and these board leaders also had an emergency delete button at 

their disposal which they were allowed and instructed to use if an egregious violation of 

Prodigy’s terms ever occurred in online discussions.  All of these features gave Prodigy a 

considerable amount of prior knowledge and control over what was officially published 

online.14   

                                                
13 23 Media L. Rep. 1794, 4 (N.Y.S. 1995). 

14 23 Media L. Rep. 1794, 5-6 (N.Y.S. 1995). 
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 Judge Ain concluded that Prodigy was not like CompuServe and should, in fact, 

be considered a publisher rather than a distributor.  Citing the features described 

previously, Judge Ain wrote that Prodigy was “clearly making decisions as to content, 

and such decisions constitute editorial control.”15  “Prodigy,” he elaborated, “has 

uniquely arrogated to itself the role of determining what is proper for its members to post 

and read on it bulletin boards.  Based on the foregoing…Prodigy is a publisher rather 

than a distributor.”16  The judge denied the motion for summary judgment, and the case 

was scheduled for trial on Stratton Oakmont’s defamation claim.   

 After the summary judgment was denied, the suit was set for court with Stratton 

Oakmont seeking millions in damages.  Instead of going to trial and risking a loss, 

Prodigy issued a public apology and the suit was dropped.  Although this issue ended up 

disappearing peacefully, the Stratton Oakmont decision presented a new predicament for 

service providers.  If they decided to continue policing content and exercising prior 

restraint on “inappropriate” or possibly illegal information which their users posted, they 

made themselves vulnerable to a potential defamation lawsuit.   Since millions of users 

contributed to their network on a daily basis, it seemed more likely that fear of 

prosecution would inspire Prodigy and other ISPs like it to adopt a more hands of 

approach which precluded them from moderating even the most objectionable or 

unlawful content.  The legal fees and possible settlements that their current approach 

threatened was surely the more expensive route to maintain.   

 

                                                
15 23 Media L. Rep. 1794, 10 (N.Y.S. 1995). 

16 23 Media L. Rep. 1794, 11 (N.Y.S. 1995). 
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The Cyberporn Panic of 1995  

 

 Congress, it seems, was also worried about Internet service providers (ISPs) 

abrogating responsibility for fear of becoming a publisher like Prodigy.  At the time that 

Prodigy’s motion was being denied, a piece of legislature known as the 

Telecommunications Act of 1996 was being debated in Congress.  During this debate, a 

provision known as the Communications Decency Act was offered as a solution to the 

growing concerns regarding the prevalence and easy access to indecent and pornographic 

material in cyberspace.  Their efforts were particularly targeted towards protecting 

minors, who they feared could be accidentally exposed to “indecent” material while 

browsing the Internet.17  This increased effort is thoroughly illustrated in a Time 

Magazine story published in the July 3, 1995, issue.18  The cover, a picture of a shocked 

child at a computer with the word “CYBERPORN” bold and centered, caught the 

attention of readers.  The story’s content was based largely on a study conducted by an 

electrical engineering student from Carnegie-Mellon University named Martin Rimm.  

What became known as “The Rimm Study” or “Rimm Report” explained just how bad 

the cyberporn problem had supposedly become, citing that over eighty percent of the 

photos on the Internet were pornographic in nature.19  While the study did have several 

                                                
17 47 U.S. C. A. §223(a) (Supp. 1997). 

18 Philip Elmer- Dewitt, “On A Screen Near You: Cyberporn,” Time Magazine, July 3, 

1995. 

19 Marty Rimm, “Marketing Pornography on the Information Superhighway: A Survey of 

917,410 Images, Descriptions, Short Stories, and Animations Downloaded 8.5 Million 
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methodological issues and biases (it was never submitted for peer review and Rimm only 

searched for photos on adult bulletin boards), a spark had still been ignited in Congress.    

 It is important to note that the Cyberporn Panic created an interest in regulating 

Internet pornography and not obscenity.  There was no need to adopt new laws against 

cyber obscenity because such speech is already illegal.  In the Supreme Court decision of 

Roth v. United States (1957), Justice William Brennan wrote that the Court had “always 

assumed that obscenity is not protected by the freedoms of speech and press.”20  

Congress wanted to target non-obscene speech that was indecent, pornographic, or 

harmful to minors.  Pornography was legal in the physical world, but the Internet truly 

allowed it to flourish as an industry and grow as the Internet itself grew.  Whereas in the 

real world laws that prevented minors from accessing this type of material kept the issue 

under control, the Internet provided children with easy access to a seemingly unlimited 

and continuously expanding porn industry.  It is because of this distinction that Congress 

found it necessary to create special legislation to combat the issue of pornography in this 

relatively new medium.   

 The CDA sought to prohibit any “communication which is obscene or indecent” 

when the recipient of such information is “under 18 years of age” even if said recipient 

“initiated the communication.”21  The CDA went on to explain that any “communication 

that, in context, depicts or describes, in terms patently offensive as measured by 

                                                                                                                                            
Times by Consumers in Over 2000 Cities in Forty Countries, Provinces, and Territories,” 

Georgetown Law Journal 83 (June 1995), 1849. 

20 Roth v. United States, 354 U.S. 476 (1957). 

21 47 U.S. C. A. §223(a) (Supp. 1997). 



 14 

contemporary community standards, sexual or excretory activities or organs” was also 

prohibited.22  If a website took “good faith” actions to restrict access to minors or require 

some sort of proof of age such as a credit card number, under the CDA they would be 

able to form an affirmative defense against judicial action.23   

 After the Stratton Oakmont decision, Congress feared that ISPs would be 

encouraged to allow the very content they were trying to eliminate to exist on their 

servers so that they could avoid being considered a publisher unworthy of certain legal 

protections.  Ideally, Congress wanted ISPs to vigilantly police this type of expression 

and cooperate with the effort to clean up cyberspace.  Stratton Oakmont, however, held 

out the possibility that regulating content would qualify an ISP for publisher status.  In 

response to this issue, Congress added Section 230 to the CDA which granted ISPs 

immunity from liability.  While the Act began “with the Congressional findings and a 

statement of policy behind the Act,” the third section became the “focal point” as it 

discussed this immunity in detail.24  Section 230 of the CDA reads:  

(c) Protection for “good samaritan” blocking and screening of offensive material 

(1) Treatment of publisher or speaker 

                                                
22 47 U.S. C. A. §223(a) (Supp. 1997). 

23 47 U.S. C. A. §223(a) (Supp. 1997). 

24 Cyrus Sarosh Jan Manekshaw, “Liability of ISPs: Immunity from Liability under the 

Digital Millennium Copyright Act and the Communications Decency Act,” Computer 

Law Review & Technology Journal 10 (Fall 2005), 106. 
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No provider or user of an interactive computer service shall be treated as 

the publisher or speaker of any information provided by another 

information content provider. 

(2) Civil liability 

No provider or user of an interactive computer service shall be held liable 

on account of— 

(A) any action voluntarily taken in good faith to restrict access to 

or availability of material that the provider or user considers to 

be obscene, lewd, lascivious, filthy, excessively violent, 

harassing, or otherwise objectionable, whether or not such 

material is constitutionally protected; or 

(B) any action taken to enable or make available to information 

content providers or others the technical means to restrict 

access to material described in paragraph (1).25 

 Before the law could be enforced, the American Civil Liberties Union and other 

organizations challenged the provisions of the CDA directed toward indecent speech and 

speech that is harmful to minors.  While the ACLU and its fellow plaintiffs found no 

issue with outlawing “obscene” material from the Internet, they felt that the terms 

“indecent” and “patently offensive” were vague and overbroad.  As such, the mandates of 

the CDA might reach discussions about rape, sexual health, gay and lesbian issues, and 

the AIDS virus.  The American Library Association (ALA) joined the ALCU as a 

plaintiff because they felt that many great works of literature which contained 

                                                
25 47 U.S.C. §230(c). 
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controversial or adult themes would be censored, as well.  Furthermore, since indecent 

speech received constitutional protection in the real world, the ACLU felt that the same 

rules should apply in the cyber world.   

 The Supreme Court voted 7-2 in favor of the ACLU and its fellow plaintiffs in 

Reno v. ACLU, citing the CDA’s vagueness and overbreadth as arguments for its 

unconstitutionality.26  Specifically, the Supreme Court cited the lack of a definition for 

the terms “indecent” and “patently offensive” as problematic.  As Justice John Paul 

Stevens explains in the Reno decision, “The severity of criminal sanctions may well 

cause speakers to remain silent rather than communicate even arguably unlawful words, 

ideas, and images.”27  The content of the CDA put speech about AIDS, rape, 

homosexuality, sexual health, and other controversial issues at great risk, and 

furthermore, the Court believed that its overbroad language suppressed speech that, 

although harmful to minors, was still legally acceptable for adults.28  This decision is 

particularly noteworthy because the Court recognized clearly that the Internet should 

receive a full measure of First Amendment protection.  Their decision, however, only 

invalidated the parts of the CDA dealing with “indecent” content, and the Court’s ruling 

did not affect the rest of the Telecommunications Act, including Section 230.  From then 

on, ISPs could no longer be considered publishers and were free to pursue efforts to 

police and maintain their content.   

                                                
26 Reno v. American Civil Liberties Union, 521 U.S. 844, 870 (1997).  

27 521 U.S. 844, 871 (1997). 

28 521 U.S. 844, 879-880 (1997). 
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 The Reno decision also created an interesting paradox, though.  At its inception, 

the CDA was an amendment to the Telecommunications Act of 1996 that was supposed 

to regulate more speech.  Responding to the cyberporn panic, Congress intended to 

eliminate content that was producing unwanted results.  Section 230 itself was created to 

encourage ISPs to police their content and exercise editorial control when that content 

became inappropriate or unsavory without being considered a publisher liable for 

damages.  After the Supreme Court’s ruling, though, the opposite resulted.  With the 

provisions barring “indecent” and “patently offensive” material struck down, the CDA 

became a law which actually protected speech.  Since Section 230 remained intact after 

the Reno decision, ISPs were still immune even if they chose not to exercise their right to 

censor or police third-party content.  As it began to be applied in court rooms across the 

nation, Section 230 inevitably produced some interesting results.29   

 

Zeran v. AOL 

 

 The first case which would test the strength of Section 230 came swiftly.  On 

April 19, 1995, the Alfred P. Murrah Federal Building was bombed, taking 168 lives and 

injuring more than 800 individuals in the building.  This event became known as the 

Oklahoma City bombing, at that point in history the worst act of terrorism on United 

States soil.  Since the building was home to the America’s Kids Day Care Center, 

                                                
29 See, for example, Suman Mirmira, “V. Business Law: 1. Electronic Commerce: a) 

Internet Service Provider Liability: Lunney v. Prodigy Services Co.,” Berkeley 

Technology Journal 15 (2000), 437-438. 
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nineteen children were killed as a result of this tragedy.  The incident made national 

headlines and received round the clock coverage for several days in various news 

markets.  Six days later, a message was posted on an America Online (AOL) message 

board advertising Oklahoma City bombing t-shirts for sale.  Interested buyers were 

instructed to contact the user “Ken ZZ03,” and a phone number and email address were 

included in the post.   

 Not surprisingly, these t-shirts were in extremely poor taste.  The advertised 

slogans poked fun at what had just occurred and alluded to the children that had been 

victims in the attack.  By the end of this message board incident, five different slogans 

were published ranging from “Visit Oklahoma—it’s a blast” to “Finally a day care center 

that keeps the kids quiet…Oklahoma 1995.”  A radio DJ from the station KXRO in 

Oklahoma City named Mark Shannon found out about this message board advertisement, 

and, completely outraged, he encouraged listeners to contact “Ken” and harass him for 

making light of such a terrible tragedy.  The problem was, Ken Zeran, who was now 

receiving threatening and admonishing emails and phone calls, allegedly had nothing to 

do with the creation or publication of this ad.  After complaining for four days to AOL, 

the message was eventually removed.  A second message was almost immediately posted 

with new slogans and the same contact information, but AOL ultimately deleted this post, 

as well.30   

 Zeran sued AOL, alleging that they had failed to remove the initial post in a 

timely manner and appeared negligent when a second post with almost identical content 

made its way back on to the message board.  His suit also seemed practical considering 

                                                
30 Summary derived from Zeran v. America Online, 129 F.3d 327 (4th Cir. 1997). 
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the identity of his defamer was still unknown and a suit against a large company like 

AOL could possibly encourage the ISP to divulge this information or investigate the 

whereabouts of the user in question.  When this case reached the Fourth Circuit Court of 

Appeals, it seemed as if no legal argument could be made that would allow Zeran to win 

a suit brought against AOL, an Internet service provider.  After all, Section 230 clearly 

stated that AOL was immune from liability even when it exercised editorial control or 

regulated its content.  The Fourth Circuit thoroughly outlined this point in the first section 

of their decision.   

Congress enacted Section 230 to remove the disincentives to self-regulation 

created by the Stratton Oakmont decision.  Under that court’s holding, computer 

service providers who regulated the dissemination of offensive material on their 

services risked subjecting themselves to liability, because such regulation cast the 

service provider in the role of publisher.  Fearing that the specter of liability 

would therefore deter service providers from blocking and screening offensive 

material, Congress enacted Section 230’s broad immunity “to remove 

disincentives for the development and utilization of blocking and filtering 

technologies that empower parents to restrict their children’s access to 

objectionable or inappropriate online material.” In line with this purpose, Section 

230 forbids the imposition of publisher liability on a service provider for the 

exercise of its editorial and self-regulatory functions.31 

 Anticipating this line of argument, Zeran tried to circumvent Section 230 by 

arguing that distributors could be held liable if they had notice that they were distributing 

                                                
31 129 F.3d 327, 331 (4th Cir. 1997). 
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defamatory content.  While Cubby v. CompuServe seemed to imply that distributors could 

not be held liable either as previously discussed, Zeran alleged that this was true “unless 

it is proven at a minimum that [ISPs] have actual knowledge of the defamatory 

statements upon which liability is predicated.”32  Since he had “provided AOL with 

sufficient notice of the defamatory statements appearing on the company’s bulletin 

board,” Zeran claimed that AOL had stepped out of the realm of Section 230 and that 

distributor liability should apply in this situation.33  The Fourth Circuit Court of Appeals 

was not impressed with Zeran’s argument, however, and expressed that he had missed the 

point of Section 230 and what it sought to achieve.  The opinion of the court revealed 

where he had gone wrong.   

Zeran fails, however, to understand the practical implications of notice liability in 

the interactive computer service context.  Liability upon notice would defeat the 

dual purposes advanced by Section 230 of the CDA.  Like the strict liability 

imposed by the Stratton Oakmont court, liability upon notice reinforces service 

providers’ incentives to restrict speech and abstain from self-regulation.34 

 The Fourth Circuit felt that this sort of distributor liability defeated the intended 

purpose of Section 230 in the first place.  Section 230 was created to encourage ISPs to 

regulate their content and prevent an unnecessary restriction on free expression.  If ISPs 

felt that they could be legally liable for any of the millions of actions that take place on 

their networks, they could implement strict guidelines which could chill non-

                                                
32 129 F.3d 327, 331 (4th Cir. 1997). 

33 129 F.3d 327, 331 (4th Cir. 1997). 

34 129 F.3d 327, 333 (4th Cir. 1997). 
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objectionable material or they could let users run wild and post anything while turning a 

blind eye.  The concept of becoming legally liable once an affected party notifies the 

company of something they feel is objectionable seemed similarly unreasonable to the 

Fourth Circuit.  If all a user had to do was complain to have something removed, speech 

which is not defamatory or illegal could be chilled if the ISP wishes to be safe rather than 

liable.  A large company like AOL could potentially receive thousands of complaints a 

day from all of its users, imposing an unnecessary burden which could encourage it to 

shut down parts of its services.  The Zeran decision seemed to affirm that Section 230 

was good law with plenty of staying power.  

 Yet AOL was what could commonly be considered an Internet service provider.  

Their business model revolved around granting their customers access to the Internet and 

its various features through their computer software program and subscription fees.  The 

courts would not stop at this simple interpretation of the definition of a service provider, 

though, and Section 230’s reach would only continue to expand well beyond this 

traditional realm.  Soon the idea of an Internet service provider would translate in a very 

literal sense to locations which actually physically granted users access to the Internet.  

As these definitions and the court’s perception of the Internet’s role in society began to 

grow, so did the breadth of Section 230 immunity.   

 In 2001, a district court broke the mold when it confirmed that Kinko’s, 

commonly considered to be just in the copy and printing business, was an Internet service 

provider.  Michael Neustel invented a software program called PatentWizard, which 

marketed itself as an easy way for fellow inventors to patent their inventions and 

complete the paperwork the federal government considered necessary to do so.  Neustel 
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hosted an Internet chat room in 2000 to discuss the newest version of PatentWizard with 

current and prospective customers.  During the chat session, a user identified as “Jimmy” 

began to aggressively criticize the PatentWizard software.  Since “Jimmy” made his 

comments from a computer he purchased time on at Kinko’s, Neustel asked that they 

divulge the true identity of the user.  Kinko’s, however, did not keep records of 

individuals who used their network to access the Internet and had no resources which 

would allow them to assist in the identification of “Jimmy.”  As a result, Neustel sued 

Kinko’s for negligent behavior, failure to maintain records, and “aiding and abetting” 

defamation which damaged his product’s and own personal reputation.35   

 District Judge Lawrence Piersol dismissed the case on the grounds that Kinko’s 

was immune under Section 230.  “Information originating with a third-party user,” he 

clarified, is not the responsibility of Kinko’s.36  Kinko’s may have indirectly 

disseminated “Jimmy’s” message by providing him with the means to do so, but this was 

at the very core of what Section 230 was created to protect.  Federal immunity prevented 

“any cause of action” from legally sticking against this Internet service provider.37  Judge 

Piersol did briefly mention a small dilemma that Section 230 created, though.  While he 

acknowledged that any person’s ability to remain anonymous on the Internet (which had 

obviously taken place in the PatentWizard incident) did promote the “robust 

communication” which could be “the Internet’s most important contribution to society,” 

he also realized that the ability to “link an individual’s online identity to his or her 

                                                
35 Summary derived from PatentWizard v. Kinko’s, 162 F. Supp. 2d 1069 (D. S.D. 2001). 

36 162 F. Supp. 2d 1069, 1071 (D. S.D. 2001). 

37 162 F. Supp. 2d 1069, 1071 (D. S.D. 2001). 
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physical self” would be paramount in preventing this kind of expression from “causing 

harm in the real world.”38  Rather than discussing this issue further, though, Judge Piersol 

simply states that when this conflict is properly resolved it will “shape the content of 

communication over the Internet.”39  He resigns his thoughts by saying that for now, he 

will defer to the side of “robust communication” and leave that issue for another court to 

consider.40   

 While the Zeran case produced some tough results for Zeran himself, it was not 

surprising when the courts interpreted the language of Section 230 to grant America 

Online immunity from a defamation lawsuit.  As an Internet service provider with a great 

deal of customers, it is unreasonable to expect the company to monitor the constant 

activity of all of its users no matter how egregious their behavior may be.  The 

PatentWizard case stretched the power of Section 230 even further when Kinko’s was 

given the Internet service provider distinction because it provided its customers with 

access to computers that were connected to the Internet.  Although this was the first time 

that a company without a primary stake in Internet activity was given this distinction, it 

falls in line with the idea that such providers should not be held responsible for the words 

and actions of third-party users who happen to use their networks.  PatentWizard pushed 

the boundaries of Section 230 beyond the groundwork Zeran, but this would not be the 

last time that the law’s scope would be expanded into previously unchartered areas of the 

web. 

                                                
38 162 F. Supp. 2d 1069, 1071 (D. S.D. 2001). 

39 162 F. Supp. 2d 1069, 1072 (D. S.D. 2001). 

40 162 F. Supp. 2d 1069, 1072 (D. S.D. 2001). 
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The Zeran Line 

 

So far the types of cases that have been discussed deal with companies known as 

Internet service providers (ISPs).  CompuServe, Prodigy, AOL, and Kinko’s literally 

provide Internet service to their customers.  As Section 230 gained momentum, though, 

the question became whether or not it would extend beyond these traditional ISPs to 

Internet content providers.  For example, today there are companies and websites (like 

Amazon.com) that provide both service and their own original content.  There are also 

websites which facilitate the content their users provide and encourage them to provide 

more of it.  As these raise separate concerns, each will be considered in the paragraphs 

that follow.   

 

Internet Content Providers 

 

 Internet service providers were certainly protected from liability—Cubby and 

Zeran had proved that—but as the online world continued to develop and increase in 

popularity, the courts seemed to shift their attention to Internet content providers (ICPs).  

In the Zeran case, AOL was sued for content which was posted anonymously by one of 

the users on its networks.  In the case of content providers, however, various service 

providers and websites began supplying content that they produced themselves which 

could arguably qualify them as publishers.  Whether or not ICPs would be held 

responsible for posting this content became the next question for the courts to tackle.  The 
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case Blumenthal v. Drudge (D.D.C. 1998) signaled this change.  Since the need for 

companies like CompuServe, Prodigy, and even AOL to provide individual networks and 

service seemed to be fading, the industry shifted its attention to providing interactive 

content for Internet users to access and often times contribute to.  Needing to stay 

relevant in such a rapidly developing market, AOL began to engage in this practice.   

 Matt Drudge was an Internet journalist famous for what became known as the 

Drudge Report.  It began in 1994 as a weekly subscriber-based publication sent by e-mail 

which contained news stories, gossip, and columns written by Drudge himself which 

focused on Hollywood and Washington, D.C.  Drudge is perhaps most famous for being 

the first to break the news of the affair between President Bill Clinton and Monica 

Lewinsky, after Newsweek refused to publish the information.  Even before the Clinton-

Lewinsky story, though, Drudge and America Online entered into a contractual 

agreement which allowed AOL users to view the Drudge Report every week.  On August 

10, 1997, Drudge submitted that week’s issue of the Drudge Report, the main topic being 

Sidney Blumenthal, an assistant and senior adviser to President Clinton.  Among the 

comments and allegations made about Blumenthal by Drudge was a claim that court 

records showing Blumenthal’s violence against his wife could exist.  The exact text of 

this issue of the Drudge Report is as follows: 

There are court records of Blumenthal's violence against his wife, one influential 

republican, who demanded anonymity, tells the DRUDGE REPORT.  

If they begin to use [Don] Sipple and his problems against us, against the 

Republican Party ... to show hypocrisy, Blumenthal would become fair game. 

Wasn't it Clinton who signed the Violence Against Women Act? 
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[There goes the budget deal honeymoon.] 

One White House source, also requesting anonymity, says the Blumenthal wife-

beating allegation is a pure fiction that has been created by Clinton enemies. [The 

First Lady] would not have brought him in if he had this in his background, 

assures the well-placed staffer. This story about Blumenthal has been in 

circulation for years. 

Last month President Clinton named Sidney Blumenthal an Assistant to the 

President as part of the Communications Team. He's brought in to work on 

communications strategy, special projects themeing -- a newly created position. 

Every attempt to reach Blumenthal proved unsuccessful.41 

Drudge quickly retracted the story since there was little evidence that this spousal abuse 

had actually occurred and few sources could be confirmed.  Unmoved by Drudge’s 

retraction of the story, Blumenthal sued Drudge and AOL for $30 million.42   

 The case against AOL was immediately dismissed by the district court.  While the 

court acknowledged that “if it were writing on a clean slate” it would agree with 

Blumenthal since “it would seem only fair to hold AOL to the liability standards applied 

to a publisher or, at least,…to a distributor,” Judge Paul Friedman acknowledged that the 

law made by Congress—namely, Section 230—still provided immunity.43  It provided 

immunity, the court specified, “even where the interactive service provider has an active, 

                                                
41 Blumenthal v. Drudge, 992 F. Supp. 44 (D.D.C. 1998). 

42 Summary derived from 992 F. Supp. 44 (D.D.C. 1998). 

43 992 F. Supp. 44, 54 (D.D.C. 1998). 
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even aggressive role in making available content prepared by others.”44  ISPs would 

continue to enjoy immunity as an incentive to regulate their content and police 

objectionable material “even where the self-policing is unsuccessful or not even 

attempted.”45  This would also continue, this case seemed to imply, when ISPs 

transformed into ICPs.   

 Since Section 230 only provided immunity for AOL, Blumenthal continued to 

pursue his suit against Drudge.  After five years of litigation, Blumenthal dropped the suit 

and actually ended up having to pay Drudge $2,500 for missing a deposition.  Had he 

continued, it is possible that a court could have found Drudge guilty of defamation, a fact 

which only further illuminates the extraordinary protection that Section 230 provides 

AOL and other companies like it.  A company like AOL will always leave such a 

situation free from any sort of responsibility, but people like Matt Drudge, even if they 

are employees of the a company like AOL and their content is directly published and 

endorsed by that company, receive no such remedy or shield.   

 AOL became the subject of yet another Section 230 case in Ben Ezra, Weinstein, 

and Company v. America Online (10th Cir. 2001) when the “Quotes and Portfolios” 

section of their area devoted to finance and investments was found to contain false 

information.  The stock information provided on this page was compiled by a third party, 

and AOL exercised no editorial control prior to posting.  For whatever reason, the 

“Quotes and Portfolios” service that AOL made available to its subscribers listed 

incorrect quotes regarding the price and value of a company known as Ben Ezra, 

                                                
44 992 F. Supp. 44, 54-55 (D.D.C. 1998). 

45 992 F. Supp. 44, 55 (D.D.C. 1998). 
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Weinstein’s stock.  Believing that this had led investors to lose faith or even overlook 

their company’s potential, Ben Ezra, Weinstein sued AOL for defamation.46   

 AOL filed for summary judgment in a district court, and the motion was 

immediately granted citing Section 230 as the main argument.  Ben Ezra, Weinstein 

appealed all the way to the Tenth Circuit, but the judges agreed with the district court.  

“Congress clearly enacted Section 230 to forbid the imposition of publisher liability on a 

service provider for the exercise of its editorial and self-regulatory functions,” the Tenth 

Circuit asserted.47  “By deleting the allegedly inaccurate stock quotation information, 

Defendant was simply engaging in the editorial functions Congress sought to protect.”48  

Even if AOL published inaccurate content on their server, the court clarified, Section 230 

precluded them from any sort of liability.49   

 What separates this case from Blumenthal and illustrates just how quickly Section 

230 immunity was expanding, however, is the nature of the information in question.  In 

the Blumenthal case, Matt Drudge published information which was faulty and may have 

stemmed from unreliable sources, but it could be argued that the story could have been 

true or at the very least Drudge believed it to be true when he initially published it.  Some 

of the content of his posting could also be read as the author’s opinion rather than actual 

statements of fact.  In the Ben Ezra case, though, AOL published information that was 

                                                
46 Summary derived from Ben Ezra, Weinstein and Company v. America Online, 206 

F.3d 980 (10th Cir. 2001). 

47 206 F.3d 980, 986 (10th Cir. 2001). 

48 206 F.3d 980, 986 (10th Cir. 2001). 

49 206 F.3d 980, 986 (10th Cir. 2001). 
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flat out false.  The stock figures were completely inaccurate and the numbers they 

provided were an inaccurate reflection of the company’s performance.  The fact that AOL 

still received full immunity demonstrated the growing reach of Section 230.  Even if an 

Internet content provider printed false information, they could not be held responsible for 

the harm it potentially posed to an outside party.  As the next set of websites will 

demonstrate, those responsible for maintaining the Internet would be able to continue to 

expand their control beyond providing their own content and still enjoy the same 

protection.   

 

Internet Content Facilitators 

 

 In addition to extending Section 230 immunity to Internet content providers, the 

courts also began to expand the definition of what could be considered an ISP or ICP.  

The major cases up to this point involved companies like AOL and CompuServe which 

fit the traditional realm of ISP immunity despite the fact that some companies were 

beginning to become more proactive in their content creation.  A new brand of websites, 

best reflected in the term “Internet content facilitators” (ICFs), were not only publishing 

content created by their users or hired outside parties, they were creating the structured 

mechanisms by which this content was submitted and facilitating its outcome or final 

form.  Whether in the structure of an online forum, dating service, or rating system, these 

websites encourage users to interact with their site and rely on their visitors to provide a 

crucial component of the site’s content.   
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 The courts signaled this continued expansion of Section 230 when a man named 

Jerome Schneider brought a suit against the online shopping site Amazon.com.  

Schneider was the author of several books on taxation and asset protection which were 

sold on the Amazon site.  As a service to its users, Amazon.com allows customers to post 

reviews on all of its products, including its book selection.  Near the bottom of every 

book’s individual web page, Amazon encouraged users and provided a form that allowed 

them to state their opinions or experiences (positive or negative) regarding the product.  

When Amazon users began to post negative reviews in reference to Schneider’s books, he 

petitioned the site to take the reviews down.  They did not, and consequently Schneider 

sued them for defamation.  In his suit he did not fault Amazon.com for initially posting 

the negative reviews, but for failing to remove these posts after “promising” to do so and 

actually reposting them rather than deleting them.50   

 In Schneider v. Amazon.com (Ct. of Appeals, Wash., 2001), the Washington State 

Court of Appeals dismissed Schneider’s case on Section 230 grounds.  In their decision, 

the court reminded readers that Section 230 was a “Good Samaritan” law which allowed 

an interactive computer service to do as they pleased with their content.51  Amazon.com 

did have certain rules and guidelines for posting reviews on their site, and they also made 

it clear that certain posts would be removed if they violated such terms and conditions 

that are agreed upon when an individual signs up to use the service.  When and how they 

decided to follow through with these policies, though, the court felt was entirely up to 

                                                
50 Summary derived from Schneider v. Amazon.com, 31 P. 3d 37 (Ct. of Appeals, Wash., 

2001).  

51 31 P. 3d 37, 41 (Ct. of Appeals, Wash., 2001).  



 31 

Amazon.com. “Assuming Schneider could prove existence of an enforceable promise to 

remove the comments, Schneider’s claim is based entirely on the purported breach—

failure to remove the posting—which is an exercise of editorial discretion,” the court 

explained.52  “This is the activity” that Section 230 “seeks to protect.”53   

 While Schneider expanded the scope of Section 230 protection by allowing 

website owners to create the actual form for users to submit their content, this notion 

would be pushed even further when a website known as Matchmaker.com was brought 

before the courts.  While Matchmaker also provided a form for users to submit their 

content, theirs was much more organized and structured and offered specific spaces and 

questions for users to fill in targeted information about themselves.  The website allowed 

users trial periods, where they could create a profile and explore the site’s services before 

committing to any sort of program or payment plan.  When an individual wanted to create 

a profile, Matchmaker provided an online form for them to fill out which included spaces 

for new members to list their contact information, hobbies, sexual interests, and other 

personal facts.  Matchmaker would then publish the individual’s responses as a profile on 

their site, and other members could view the material and contact the person if they were 

romantically interested.  Without new users to participate in Matchmaker’s free trial and 

create new profiles, the dating website would cease to function properly.  An anonymous 

user in Berlin accepted one of these trials, but created a personal profile for Christine 

Carafano, an actress more commonly known by the stage name Chase Masterson.  

Carafano’s character Leeta on “Star Trek: Deep Space Nine” was very popular with 

                                                
52 31 P. 3d 37, 40 (Ct. of Appeals, Wash., 2001).  

53 31 P. 3d 37, 41 (Ct. of Appeals, Wash., 2001).  
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viewers, and so the user created a profile complete with two pictures, a brief filmography, 

and her actual home address and up to date contact information.  The user profile (named 

“Chase 529”) also listed several interests with obvious sexual implications and claimed 

that Carafano wished to be sexually dominated by her partner.  Almost immediately, 

Carafano began receiving threatening and sexually violent messages on her voice mail.  

Her publicist learned of the Matchmaker profile, reported its illegitimacy and the 

resulting harassment to the site manager, and the profile was eventually blocked and then 

deleted altogether.54   

 It seems that the identity of the German poster could have been ultimately 

obtained by Carafano, but the thought and overall process of pursuing a suit in German 

court with possible international proceedings and varying laws seemed incredibly 

daunting and costly.  Due to the fact that Matchmaker.com had failed to properly screen 

the profile before publishing its contents and accepting a new user and because they had 

been slow to remove the “Chase 529” profile even after the resulting harassment, 

Carafano sued Metrospash, the owners of the Matchmaker site.  As a result of Section 

230, Carafano quickly lost in federal court.  She did appeal to the Ninth Circuit, but in 

Carafano v. Metrospash.com, the results were much of the same.  Section 230, the court 

wrote, granted full immunity under the law “so long as a third party willingly provides 

the essential published content.”55  Matchmaker, they claimed, could not even be 

                                                
54 Summary derived from Carafano v. Metrospash.com, 339 F.3d 1119 (9th Cir. 2003).  

55 339 F.3d 1119, 1124 (9th Cir. 2003).  
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considered an ICP (the younger sibling of the ISP) since a profile on their site could not 

possibly exist unless a third party provided the information essential to its creation.56   

 Section 230 has been expanded to include non-traditional Internet service 

providers like Kinko’s, service providers that began producing their own content whether 

it was true or not, and now websites that facilitated the creation of questionable material 

by creating sometimes extensively designed forums.  These forums could take the form 

of a simple blank space for visitors to express themselves however they deemed 

appropriate like the Amazon reviews or, in the case of Matchmaker, the forums could be 

more of a structured form with specific spaces for things like hobbies, interests, or work 

information.  As the next case will exemplify, however, the role that website owners and 

creators play in structuring these forums does have its limits.  While Section 230 

immunity had become quite powerful by this point, one website would discover that it 

was not absolute.   

 

The Roommates Exception 

 

 Such a broadening definition of immunity had produced some difficult results in 

the past and made it increasingly difficult for individuals to circumvent the strength of a 

Section 230 argument.  To date, there is only one known instance where a Section 230 

defense was rejected by the courts.  Roommates.com is a website that provides an online 

roommate matching and searching service for individuals across the country.  

Membership is absolutely free, but in order to use the site’s services, interested users are 

                                                
56 339 F.3d 1119, 1124 (9th Cir. 2003).  
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required to create a profile and answer a series of questions.  Those questions required the 

user to identify his or her sex, sexual orientation, and whether or not he or she would be 

bringing children to the household.  There was also a space available for “additional 

comments” which the site member could fill with other useful information regarding their 

roommate preferences.  While filling in any additional information was not a membership 

condition, answering the first three questions by means of a drop-down menu was.  As of 

2008, Rommates.com had over 150,000 active listings on its website and received over 

one million “hits” or site visits a day from individuals searching for roommates or posting 

housing opportunities.  The Fair Housing Councils of the San Fernando Valley and San 

Diego sued Roommates.com in federal court on the grounds that Roommates had 

violated the Fair Housing Act (FHA) and other California housing discrimination laws by 

forcing its members to answer identifying questions about themselves that would aid 

others in discriminating against them.  The district court held that Roommates.com was 

immune under Section 230, but, for the first time ever, the Ninth Circuit Court of Appeals 

did not entirely agree.57   

 Referencing the three questions and the drop-down menu format, Chief Judge 

Alex Kozinski wrote, “By requiring subscribers to provide the information as a condition 

of accessing its service, and by providing a limited set of pre-populated answers, 

Roommates becomes much more than a passive transmitter of information provided by 

others; it becomes the developer, at least in part, of that information.”58  Since Section 

                                                
57 Summary derived from Fair Housing Council of San Fernando Valley v. 

Roommates.com, LLC, 521 F.3d 1157 (9th Cir. 2008). 

58 521 F.3d 1157, 1166 (9th Cir. 2008). 
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230 provides immunity only if the service provider does not “create or develop” the 

content in question “in whole or in part,” the court reasoned that immunity did not apply 

in this situation.59  Although the information was being provided by the website’s 

members, Judge Kozinski explained that the offending content was still a collaborative 

effort involving Roommates.com.  “The projectionist in the theater may push the last 

button before a film is displayed on the screen,” he clarified, “but surely this doesn’t 

make him the sole producer of the movie.”60 

 In reference to the “additional comments” section, however, the court felt that 

since “Roommates publishes these comments as written” and only provides a blank space 

for users to fill with no additional instruction, Section 230 would protect Roommates.com 

from liability if any discriminatory postings were made using this particular 

mechanism.61  This section of the website, Judge Kozinski elaborated, was “precisely the 

kind of situation for which Section 230 was designed to provide immunity” and similar to 

the situation presented in the Carafano case.62  The Ninth Circuit sent the case back to 

the lower courts to determine whether the FHA and other California housing laws had 

been violated, with the note that if the court found the questionnaire portion of the site to 

be discriminatory and in violation of these laws, no Section 230 immunity should be 

granted to Roommates.   

                                                
59 47 U.S.C. §230(f)(3).  

60 521 F.3d 1157, 1167 (9th Cir. 2008). 

61 521 F.3d 1157, 1173 (9th Cir. 2008). 

62 521 F.3d 1157, 1174 (9th Cir. 2008). 
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 While this case seems to shake up the Zeran line, in reality it does not depart from 

the previous group of cases.  Roommates.com was simply held responsible for perhaps 

over-extending its involvement in its site’s content, and had the website simply left some 

of its questions or profile sections more open-ended, it almost certainly would have 

received the same sweeping immunity as its predecessors.  Two other cases, Batzel v. 

Smith and Barrett v. Rosenthal, came very close to making more significant dents in 

Section 230’s seemingly impenetrable immunity.  Batzel involved resending defamatory 

content over an online network using an email listserv, and the Barrett case entailed a 

woman who reposted a defamatory statement on an online message board.63  While the 

lower courts found both individuals guilty and unprotected by Section 230, on appeal 

both decisions were reversed.  Roommates.com stands as the sole case where Section 230 

immunity was rejected, yet its decision does not affect the outcome of any past cases and 

will have very little affect on Section 230 case law as a whole.  Section 230 immunity is 

very narrowly denied in this situation and only one aspect of the website’s forum was 

deemed vulnerable.  The principles set forth in Schneider and Carafano still apply in this 

situation and remain good law, and the fact that the site’s “additional comments” section 

was not deemed actionable and did receive immunity is consistent with these previous 

decisions and the Section 230 casework as a whole.   

 

                                                
63 See Batzel v. Smith, 2001 U.S. Dist. LEXIS 11921 (C.D. Cal., July 25, 2001), affirmed 

in part and vacated in part, 333 F.3d 1018 (9th Cir. 2003) and Barrett v. Rosenthal, 112 

Cal. App. 4th 749, 763 (1st Dist., Div. 2, 2003), superceeded by 9 Cal. Rptr. 3d 142 (Cal. 

App. 2004).  
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Extending beyond Defamation 

  

 Defamation is not the only area of law which has found refuge under the umbrella 

of Section 230 immunity.  In fact, the wide variety of speech that has found protection 

under Section 230 is a testament to how liberally the courts have applied it since 

Congress created it over a decade ago.  Section 230 has been interpreted so broadly that it 

has even protected some of the kinds of speech which it was originally intended to 

regulate and prevent.   

 In 1998, a case dealing with online child pornography—precisely the type of 

material Section 230 was originally created to combat—was brought before a Florida 

court.  A man by the named of Richard Russell lured an 11-year-old boy and two other 

minors to a location where he videotaped and photographed them engaging in sexual 

activities with each other.  Russell then attempted to market and sell this material in AOL 

chat rooms.  He was eventually arrested and pled guilty to federal criminal charges based 

on these actions, but Jane Doe, the mother of the 11-year-old boy, filed an $8 million 

lawsuit against AOL.  She felt that they had behaved negligently and should be held 

responsible in some way for providing a service which allowed pedophiles to lure young 

children and exploit them.  Doe argued that several users had complained about Russell’s 

behavior and violation of AOL’s terms of service and user agreements, but nonetheless 

his service was never suspended nor was he warned that his behavior was inappropriate.64   

 In Jane Doe v. America Online, the court decided that Russell’s postings and 

behavior on the AOL network were “analogous to the defamatory publication at issue in 

                                                
64 Summary derived from Jane Doe v. America Online, 783 So. 2d 1010 (Fla. 2001).  
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the Zeran decisions.”65  Although Florida has “criminal statutes prohibiting the 

distribution of obscene literature and computer pornography,” the court responded that 

“Section 230 preempts Florida law as to causes of action based in negligence against an 

Internet Service Provider.”66  Although the material published on AOL by Russell was 

undoubtedly illegal, Section 230 prevented AOL from any liability.  What was once a 

provision of an anti-pornography and indecency campaign was now the very “shield” that 

ISPs were using to escape any responsibility or duty to police their content.67   

 In a similar case known as Julie Doe v. Myspace.com, a 13-year-old girl created 

an account on the Myspace network by claiming she was 18 during the registration 

process.  She began contacting a 19-year-old male who agreed to meet her, and during 

their meeting he allegedly sexually assaulted her.  The man was arrested and charged 

with sexual assault, but the girl’s family decided to sue Myspace for making it so easy for 

minors to create profiles on their site and become vulnerable to online predators.  

Understanding the limitations that Section 230 presented, the family made it clear in their 

suit that they did not wish to punish any content available on the Myspace website.  

Rather, they wanted to hold Myspace responsible for not having safety measures in place 

to protect minors.  It was their hope that the court would limit Section 230 protection to 

                                                
65 783 So. 2d 1010, 1017 (Fla. 2001). 

66 783 So. 2d 1010, 1013 (Fla. 2001). 

67 783 So. 2d 1010, 1019 (Fla. 2001). 



 39 

areas related to defamation and not their own situation which involved no third-party 

content.68   

 Unfortunately for the Doe family, the case was dismissed.  “Despite Plaintiffs’ 

arguments to the contrary,” Judge Sam Sparks wrote, “the court finds Zeran and its 

rationale to be applicable to the case at hand.”69  The court felt that it was unreasonable 

for Myspace to know that sexual predators existed on their network and they did not feel 

it was Myspace’s responsibility to uncover this information.  Section 230 had once again 

prevented a website from being penalized even when it seemed that a child’s life had 

been harmed.   

 Although both of these cases have outcomes that are difficult and uncomfortable 

at best, different results would create another set of problems.  While it is undesirable that 

minors should fall victim to online predators, Congress itself sought to protect minors 

when it enacted the CDA over a decade ago, holding America Online or Myspace 

responsible may not be the solution either.  What lies at the heart of this conundrum is a 

public policy issue which pits freedom of speech against the right to privacy and 

protection from these types of predators on the Internet.  These cases seem to imply that 

free expression is valued more in this country and in its system of government than the 

latter, but the strict application of Section 230 in these cases is not without its reasons.  

Had Jane and Julie Doe prevailed in their lawsuits against AOL and Myspace, a 

dangerous precedent would have been set.  If AOL and Myspace knew that they could be 

                                                
68 Summary derived from Julie Doe v. Myspace.com, 474 F. Supp. 2d 843 (W.D. Tex. 

2007). 

69 474 F. Supp. 2d 843, 848 (W.D. Tex. 2007). 
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held liable for sexual predators committing crimes on their servers, the thought of having 

to deal with a wave of lawsuits resulting from the various activities of its users could 

prove so daunting that they would either have to shut down or severely curtail their 

services.  Having to monitor everything and everyone is not a profitable of manageable 

business scheme, and soon a few offenders could eliminate the opportunity for everyone 

to express themselves.   

 Beyond defamation and situations related to the safety of minors, Section 230 has 

also been used by the courts in cases related to the use of Internet filters.  Kathleen R. v. 

City of Livermore is a case which illustrates this distinctive approach to the law.  As is 

common in various libraries throughout the country, the Livermore Public Library 

provides free Internet access to its members.  A 12-year-old boy used this service to 

download sexually explicit photos on to a floppy disk which he would later print out at an 

unsuspecting family member’s residence.  After successfully completing this practice 10 

or more times, his mother eventually caught him and decided to sue the City of 

Livermore for damages related to the content her son was able to obtain at the library.  

Additionally, Kathleen R. sought to prevent a library from providing Internet access so 

long as this kind of material was readily available and filters were not firmly in place.70   

 The California Court of Appeals sided strongly with the City of Livermore, 

explaining that libraries were already facing enough grief from both sides of the Internet 

filters argument.  Section 230 precluded any “provider or user of an interactive computer 

service” from being “treated as the publisher or speaker” of the information found on that 

                                                
70 Summary derived from Kathleen R. v. City of Livermore, 87 Cal. App. 4th 684 (Cal. 

Ap. 2001).  
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computer service, and the court proclaimed that a library was also amongst the types of 

providers which Section 230 was created to protect.71  This application, the court 

affirmed, “is fully consistent with the purpose as well as the letter of Section 230.”72  

Libraries without content filtering systems in place for their Internet networks had 

officially joined the ranks of AOL, Kinko’s, and Amazon.com.   

 Section 230, already a force in the area of defamation law, expanded further in the 

courts to provide immunity for Internet service providers when their users committed 

other forms of illegal activity on their servers.  While the majority of cases discussed up 

to this point concern defamed individuals, the courts believed it made sense that ISPs and 

websites should be protected from being liable for other forms of actionable expression.  

The Doe set of cases added sexual predators who engaged in the illegal practice of child 

pornography or sexual assault against minors to the list of behavior that Section 230 

would not allow ISPs and website owners to be held responsible for, once again forcing 

the injured parties to exclusively seek out and deal with the primary offenders 

themselves.  In the Livermore case, a library’s lack of filters may have allowed a minor to 

download pornography while using their public computers with Internet access, but the 

courts believed that, like Kinko’s, the library was an Internet service provider.  Although 

Kinko’s is a private business and the library is a public location with free access, the 

courts pushed Section 230’s boundaries even further by asserting that the lack of filters 

would not affect the library’s immunity status.   

                                                
71 87 Cal. App. 4th 684, 691 (Cal. Ap. 2001).  

72 87 Cal. App. 4th 684, 699 (Cal. Ap. 2001).  
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 At this point in its legal history, Section 230 seems to be an impenetrable force.  

Yet there are many individuals who have issues with such an unwavering statute 

governing issues that take place in an industry which is in a constant state of growth and 

development.  In chapter two, the arguments against Section 230 will be unpacked, as 

well as a list of possible solutions which critics have offered to help reconcile their 

current issues with this law.  This will help shed light on why some of the outcomes of 

the cases discussed in this chapter may produce troubling legacies, as well as why the 

Internet has proven to be a somewhat confusing and highly contested medium up to this 

point.   


