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	Boston College Institutional Review Board

Office for Research Protections

140 Commonwealth Ave., Waul House
Chestnut Hill, MA 02467

(617) 552-4778,  Fax: (617) 552-0948,  E mail: irb@bc.edu 

	Boston College

Use of HIPAA Protected Health Information
	


Project Title:                                                                                                                                                                                               

Protocol Number:      
Principal Investigator Name:        
Please complete this form and submit it with your IRB application if you will be working with health information at a HIPAA – covered organization.

The Health Insurance Portability and Accountability Act (HIPAA) requires the confidentiality of Protected Health Information (PHI), for both the living and deceased, that is obtained from or through covered entities (hospitals, insurance companies, clinics, or other providers involved in any electronic transmissions related to their roles or services).

Definition of Protected Health Information (PHI): 
· Information that is a subset of health information, including demographic information, collected from an individual, related to the past, present or future physical or mental health or condition of an individual;

       AND

· Either (i) identifies the individual (see PHI identifiers in Attachment 1); or (ii) presents a reasonable probability that the information could be used to identify the individual.

     AND

· Used within or disclosed from a covered entity.
All applicants to the BC IRB who will be working with health information are required to complete the certification below as part of the BC IRB application process.  Any investigator who will in the course of his or her research make use of PHI must also provide evidence to the BC IRB of any waivers/alterations of Authorizations granted by the Privacy Board/IRB of the covered entity, and may be requested to provide additional information as part of the BC approval process.

 FORMCHECKBOX 
  I certify that to the best of my understanding, this project does not involve any Protected Health Information (PHI).  Should any change in the project occur so that PHI may become part of the data for the research, I will immediately inform the BC IRB and the covered entity’s Privacy Board/IRB and I will follow their guidance in plans for changes to the protocol.  I will not carry out any portion of the project involving PHI without formal approval from the BC IRB and the covered entity’s Privacy Board/IRB.

 FORMCHECKBOX 
  This project involves PHI that is derived from an organization or institution that is not part of Boston College. I certify that such information will be used for research purposes only. Please complete A-C below:
A.  The source (name of institution, organization, or individual) of the information is:       
B.  The specific categories of information are (e.g., diagnosis, treatment status, insurance status, depression score):                
     
C.  If a waiver/alteration of Authorization has been granted by the Privacy Board/IRB of the covered entity, please submit a copy of the other institution’s HIPAA waiver/alteration approval letter for this research protocol.  If the other institution does not have a Privacy Board, please complete the appropriate form below:

 FORMCHECKBOX 
  If PHI will be obtained with written HIPAA authorization from individual subjects, please complete the Boston College Authorization Form;

 FORMCHECKBOX 
  If PHI will be fully de-identified (include no HIPAA identifiers as previously listed), please complete the HIPAA De-Identification Certification Form;

 FORMCHECKBOX 
  If PHI will be a limited data set (include no HIPAA identifiers except dates such a birth date, admission and/or discharge date, treatment dates or geographic location excluding street address), please complete the Limited Data Set Agreement;

 FORMCHECKBOX 
  If PHI will be preparatory to research (data that will be reviewed only to establish that sufficient or appropriate data will be available for the proposed work.), Investigators may not remove any of the information under review from the covered entity’s premises during the review, nor may they record or disclose any PHI (including the HIPAA identifiers listed above) in a way that may directly or indirectly be used to identify particular individuals, please submit supporting documentation;

 FORMCHECKBOX 
  If PHI will include information on decedents only, please complete the Application for Research on Decedents’ Information;

 FORMCHECKBOX 
  If you are seeking a waiver of HIPAA authorization from the institution, please complete the Application for Waiver of Individual Authorization for Use or Disclosure of Protected Health Authorization.
 FORMCHECKBOX 
 This project involves Protected Health Information that is already existing data, documents, records, pathological or diagnostic specimens, which are publicly available.  I certify that such information will be used for research purposes only. (Please complete the Application for Waiver of Individual Authorization for Use or Disclosure of Protected Health Authorization).  This data/material will be obtained at or from:    
 FORMCHECKBOX 
 Other (please describe):      
Signatures:

Principal Investigator:                                            





Date:      

Approved by IRB Chair or Designee: 





        
Date:      
Use of HIPAA Protected Health Information

Attachment 1

PHI Identifiers:
1.  Names (individual, employer, relatives, etc.)

2.  Address (street, city, county, precinct, zip code – initial 3 digits if geographic unit contains less than 20,000 
           people, or any other geographical codes)

3. Telephone number

4. Fax number

5. Social Security numbers

6. Medical record numbers

7. Dates (except for years) connected to subjects, including birth date, admission date, discharge date, date
      
      of death, ages >89 and all elements of dates indicative of such age (except that such age and elements may 
      
      be aggregated into a category “Age >90”)

8. E-mail addresses

9. Health Plan Beneficiary numbers

10. Account numbers

11. Certificate/license numbers

12. Vehicle Identifiers and Serial numbers (e.g., VINs, License Plate numbers)

13. Device Identifiers and Serial Numbers

14. Web Universal Resource Locators (URLs)

15. Internet Protocol (IP) address numbers

16. Biometric Identifiers (e.g. finger or voice prints)

17. Full face photographic images and any comparable images
18. Any other unique identifying number, characteristic, or code
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